
 
 
<<FirstName>> <<LastName>> <<Date>> 
<<Address1>> 
<<Address2>> 
<<City>>, <<State>> <<Zip Code>> 

Notice of Security Incident - Sample Letter to Data Subjects 

Dear <<FirstName>> <<LastName>>, 

We are writing to tell you about a data security incident that may have exposed some of your personal information. 
We take the protection and proper use of your information very seriously. For this reason, we are contacting you 
directly to explain the circumstances of the incident. 

What happened? 
On March 13, 2020, ExecuPharm experienced a data security incident that compromised select corporate and 
personnel information. Specifically, unknown individuals encrypted ExecuPharm servers and sought a ransom in 
exchange for decryption.   

As part of this incident, ExecuPharm employees received phishing emails from the unknown individuals. Upon a 
thorough investigation, ExecuPharm determined that the individuals behind the encryption and the sending of these 
emails may have accessed and/or shared select personal information relating to ExecuPharm personnel, as well as 
personal information relating to select personnel of Parexel, whose information was stored on ExecuPharm’s data 
network. 

ExecuPharm has notified federal and local law enforcement authorities in the United States and retained leading third 
party cybersecurity firms to investigate the nature and scope of the incident. ExecuPharm is also in the process of 
notifying the relevant authorities as required. 

What information was involved? 
We believe the individuals behind this data security incident may have accessed employee files.  As a result, the 
information that may have been involved includes: social security numbers, taxpayer ID/EIN, driver’s license numbers, 
passport numbers, bank account numbers, credit card numbers, national insurance numbers, national ID numbers, 
IBAN/SWIFT numbers, and beneficiary information (including social security numbers).   
For information about what was contained in your employee file, please contact: 
employeeinquiries@execupharm.com. Unauthorized access to such information may potentially lead to the misuse of 
your personal data to impersonate you and/or to commit, or allow third parties to commit, fraudulent acts such as 
securing credit in your name. 
What we are doing. 
ExecuPharm internal teams worked diligently with forensic consultants to rebuild the impacted servers from back up 
servers and have now fully restored and secured the ExecuPharm systems. This included the installation of forensic 
tools on all systems and the isolation of impacted systems until ExecuPharm could confirm that they were secure. 
ExecuPharm also implemented additional countermeasures to block further ransomware emails from entering the 
ExecuPharm environment. ExecuPharm also upgraded its security measures to prevent future attacks, including 
forced password resets, multi-factor authentication for remote access, and endpoint protection, detection, and 
response tools.   

Additionally, to help relieve concerns and restore confidence following this incident, we have secured the services of 
Kroll to provide identity monitoring at no cost to you for one year. Kroll is a global leader in risk mitigation and 
response, and their team has extensive experience helping people who have potentially sustained an unintentional 
exposure of confidential data. Your identity monitoring services include Credit Monitoring, a Current Credit Report, 



Web Watcher, Public Persona, Quick Cash Scan, $1 Million Identity Fraud Loss Reimbursement, Fraud Consultation, 
and Identity Theft Restoration. 

  
Additional information describing your services is included with this letter. 

What you can do. 
Please review the enclosed “Additional Resources” section included with this letter. This section describes additional 
steps you can take to help protect yourself, including recommendations by the Federal Trade Commission regarding 
identity theft protection and details on how to place a fraud alert or a security freeze on your credit file. 

For more information. 
If you have questions, please call 1-800-819-0974, Monday through Friday from 8:00 a.m. to 5:30 p.m. Central Time. 
Please have your Membership Number ready. 

Protecting your information is important to us. We trust that the services we are offering to you demonstrate our 
continued commitment to your security and satisfaction. 

Sincerely, 

 

 
Stowe Milhous 
Vice President, FSP 
ExecuPharm 
 

 

 
Marty Mahoney 
Senior Vice President, Associate General 
Counsel and Chief Compliance Officer 
Parexel 
 

 

 
Brian Thornton 
Senior Vice President, FSP 
Parexel 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Visit https:// enroll.idheadquarters.com to activate and take advantage of your identity monitoring services.  
You have until July 31, 2020 to activate your identity monitoring services. If you have already activated these 
services, no further action on identity monitoring services is required, though we encourage you to review the 
“Additional Resources” section below for further steps you can take to help protect yourself. 
Membership Number: <<Member ID>> 
 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


