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Dear :

We are writing with important information regarding a recent security incident.  The privacy and security of the 
personal information we maintain is of the utmost importance to Wor-Wic Community College (“Wor-Wic”). As 
such, we wanted to provide you with information about the incident, explain the services we are making available to 
aW]$ JVM TN\ aW] SVW_ \QJ\ _N LWV\RV]N \W \JSN [RPVRfLJV\ UNJ[]ZN[ \W XZW\NL\ aW]Z RVOWZUJ\RWV&

What Happened?

We recently learned that as a result of a phishing attack, an unauthorized third-party may have obtained access to 
multiple employee email accounts.  

What We Are Doing.

Upon learning of the issue, we commenced a prompt and thorough investigation.  As part of our investigation, we 
worked very closely with external cybersecurity professionals.  After an extensive investigation, we discovered on 
May 20, 2019, that the email account(s) that may have been accessed on March 12, 2019 contained some of your 
personal information. 

What Information Was Involved?

The email account(s) that may have been accessed may have contained some of your personal information, including 
your full name and Social Security number.

What You Can Do.

We have no evidence that any of the information has been acquired or misused. Nevertheless, out of an abundance 
of caution, we want to make you aware of the incident. To protect you from potential misuse of your information, 
_N JZN WhNZRVP aW] J WVN%aNJZ UNUKNZ[QRX RV UaFZ]N=MNV\R\a XZW^RMNM Ka FZJV[GVRWV =V\NZJL\R^N$ J []K[RMRJZa WO
FZJV[GVRWV& :WZ UWZN RVOWZUJ\RWV WV RMNV\R\a \QNO\ XZN^NV\RWV JVM UaFZ]N=MNV\R\a$ RVLT]MRVP RV[\Z]L\RWV[ WV QW_ \W
activate your one-year membership, please see the additional information provided in this letter. 

This letter also provides other precautionary measures you can take to protect your personal information, including 
XTJLRVP J OZJ]M JTNZ\ JVM'WZ [NL]ZR\a OZNNbN WV aW]Z LZNMR\ fTN[$ JVM'WZ WK\JRVRVP J OZNN LZNMR\ ZNXWZ\& 5MMR\RWVJTTa$
aW] [QW]TM JT_Ja[ ZNUJRV ^RPRTJV\ RV ZN^RN_RVP aW]Z fVJVLRJT JLLW]V\ [\J\NUNV\[ JVM LZNMR\ ZNXWZ\[ OWZ OZJ]M]TNV\ WZ
irregular activity on a regular basis.
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For More Information.

Please accept our apologies that this incident occurred.  We are committed to maintaining the privacy of personal 
information in our possession and have taken many precautions to safeguard it.  We continually evaluate and modify 
our practices and internal controls to enhance the security and privacy of your personal information.  
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professionals familiar with this incident and knowledgeable on what you can do to protect against misuse of your 
information.  The response line is available Monday through Friday, 9:00 am to 9:00 pm Eastern Time.

Sincerely,

Wor-Wic Community College
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– OTHER IMPORTANT INFORMATION –

&$ .;?<998;6 8; -<:=98:4;A1?E &'#0<;A7 -?438A 0<;8A<?8;6$

As a safeguard, we have arranged for you to enroll, at no cost to you, in an online credit monitoring service 
"UaFZ]N=MNV\R\a# OWZ WVN aNJZ XZW^RMNM Ka FZJV[GVRWV =V\NZJL\R^N$ J []K[RMRJZa WO FZJV[GVRWV®, one of the three 
nationwide credit reporting companies.

FW NVZWTT RV \QR[ [NZ^RLN$ PW \W \QN UaFZ]N=MNV\R\a _NK[R\N J\ JVM RV \QN [XJLN ZNONZNVLNM J[
“Enter Activation Code”, enter the following 12-letter Activation Code  and follow the three 
steps to receive your credit monitoring service online within minutes.

You can sign up for the online credit monitoring service anytime between now and .  Due 
to privacy laws, we cannot register you directly.  Please note that credit monitoring service might not be available for 
RVMR^RM]JT[ _QW MW VW\ QJ^N J LZNMR\ fTN _R\Q FZJV[GVRWV$ WZ JV JMMZN[[ RV \QN GVR\NM E\J\N[ "WZ R\[ \NZZR\WZRN[# JVM J
^JTRM EWLRJT ENL]ZR\a V]UKNZ& 9VZWTTRVP RV \QR[ [NZ^RLN _RTT VW\ JhNL\ aW]Z LZNMR\ [LWZN&

Once you are enrolled, you will be able to obtain one year of unlimited access to your TransUnion credit report and 
LZNMR\ [LWZN& FQN MJRTa LZNMR\ UWVR\WZRVP [NZ^RLN _RTT VW\ROa aW] RO \QNZN JZN JVa LZR\RLJT LQJVPN[ \W aW]Z LZNMR\ fTN
at TransUnion, including fraud alerts, new inquiries, new accounts, new public records, late payments, change of 
address and more.  The service also includes access to an identity restoration program that provides assistance in the 
event your identity is compromised to help you restore your identity and up to $1,000,000 in identity theft insurance 
with no deductible. (Policy limitations and exclusions may apply.)

=O aW] KNTRN^N aW] UJa KN J ^RL\RU WO RMNV\R\a \QNO\$ XTNJ[N LJTT \QN \WTT%OZNN FZJV[GVRWV :ZJ]M DN[XWV[N ENZ^RLN[
hotline at . When prompted, enter the following 6-digit telephone pass code  
to speak to a TransUnion representative about your identity theft issue.

'$ Placing a Fraud Alert on Your Credit File$

Whether or not you choose to use the complimentary 12-month credit monitoring services, we recommend that you 
XTJLN JV RVR\RJT 1(%MJa c:ZJ]M 5TNZ\d WV aW]Z LZNMR\ fTN[$ J\ VW LQJZPN& 5 OZJ]M JTNZ\ \NTT[ LZNMR\WZ[ \W LWV\JL\ aW]
personally before they open any new accounts.  To place a fraud alert, call any one of the three major credit bureaus 
J\ \QN V]UKNZ[ TR[\NM KNTW_& 5[ [WWV J[ WVN LZNMR\ K]ZNJ] LWVfZU[ aW]Z OZJ]M JTNZ\$ \QNa _RTT VW\ROa \QN W\QNZ[&

Equifax    Experian   TransUnion LLC
P.O. Box 105069   P.O. Box 2002   P.O. Box 2000
Atlanta, GA  30348    Allen, TX  75013  Chester, PA  19016
www.equifax.com   www.experian.com   www.transunion.com 
1-800-525-6285    1-888-397-3742   1-800-680-7289

($ Consider Placing a Security Freeze on Your Credit File$

=O aW] JZN ^NZa LWVLNZVNM JKW]\ KNLWURVP J ^RL\RU WO OZJ]M WZ RMNV\R\a \QNO\$ aW] UJa ZNY]N[\ J cENL]ZR\a :ZNNbNd
KN XTJLNM WV aW]Z LZNMR\ fTN$ J\ VW LQJZPN& 5 [NL]ZR\a OZNNbN XZWQRKR\[$ _R\Q LNZ\JRV [XNLRfL N`LNX\RWV[$ \QN LWV[]UNZ
reporting agencies from releasing your credit report or any information from it without your express authorization. 
You may place a security freeze on your credit report by contacting all three nationwide credit reporting companies at 
the numbers below and following the stated directions or by sending a request in writing, by mail, to all three credit 
reporting companies:

Equifax Security Freeze  Experian Security Freeze TransUnion Security Freeze
PO Box 105788    PO Box 9554   P.O. Box 2000
Atlanta, GA 30348   Allen, TX 75013  Chester, PA 19016
https://www.freeze.equifax.com  http://experian.com/freeze  http://www.transunion.com/securityfreeze 
1-800-349-9960    1-888-397-3742   1-888-909-8872

=V WZMNZ \W XTJLN \QN [NL]ZR\a OZNNbN$ aW]eTT VNNM \W []XXTa aW]Z VJUN$ JMMZN[[$ MJ\N WO KRZ\Q$ EWLRJT ENL]ZR\a V]UKNZ
and other personal information.  After receiving your freeze request, each credit reporting company will send you a 
LWVfZUJ\RWV TN\\NZ LWV\JRVRVP J ]VRY]N C=A "XNZ[WVJT RMNV\RfLJ\RWV V]UKNZ# WZ XJ[[_WZM& ?NNX \QN C=A WZ XJ[[_WZM
in a safe place.  You will need it if you choose to lift the freeze.

=O aW]Z XNZ[WVJT RVOWZUJ\RWV QJ[ KNNV ][NM \W fTN J OJT[N \J` ZN\]ZV$ \W WXNV JV JLLW]V\ WZ \W J\\NUX\ \W WXNV JV
JLLW]V\ RV aW]Z VJUN$ WZ \W LWUUR\ OZJ]M WZ W\QNZ LZRUN[ JPJRV[\ aW]$ aW] UJa fTN J XWTRLN ZNXWZ\ RV \QN LR\a RV _QRLQ
you currently reside.
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=O aW] MW XTJLN J [NL]ZR\a OZNNbN prior to enrolling in the credit monitoring service as described above, you will need 
to remove the freeze in order to sign up for the credit monitoring service. After you sign up for the credit monitoring 
[NZ^RLN$ aW] UJa ZNOZNNbN aW]Z LZNMR\ fTN&

)$ Obtaining a Free Credit Report$

Under federal law, you are entitled to one free credit report every 12 months from each of the above three 
major nationwide credit reporting companies. Call &#,++#(''#,'', or request your free credit reports online at 
DDD$1;;B192?438A?4=<?A$2<:& BVLN aW] ZNLNR^N aW]Z LZNMR\ ZNXWZ\[$ ZN^RN_ \QNU OWZ MR[LZNXJVLRN[& =MNV\ROa JVa
JLLW]V\[ aW] MRM VW\ WXNV WZ RVY]RZRN[ OZWU LZNMR\WZ[ \QJ\ aW] MRM VW\ J]\QWZRbN& HNZROa JTT RVOWZUJ\RWV R[ LWZZNL\& =O
you have questions or notice incorrect information, contact the credit reporting company.

*$ Additional Helpful Resources$

9^NV RO aW] MW VW\ fVM JVa [][XRLRW][ JL\R^R\a WV aW]Z RVR\RJT LZNMR\ ZNXWZ\[$ \QN :NMNZJT FZJMN 7WUUR[[RWV ":F7#
recommends that you check your credit reports periodically.  Checking your credit report periodically can help you 
spot problems and address them quickly.

=O aW] fVM [][XRLRW][ JL\R^R\a WV aW]Z LZNMR\ ZNXWZ\[ WZ QJ^N ZNJ[WV \W KNTRN^N aW]Z RVOWZUJ\RWV R[ KNRVP UR[][NM$ LJTT
aW]Z TWLJT TJ_ NVOWZLNUNV\ JPNVLa JVM fTN J XWTRLN ZNXWZ\& 6N []ZN \W WK\JRV J LWXa WO \QN XWTRLN ZNXWZ\$ J[ UJVa
LZNMR\WZ[ _RTT _JV\ \QN RVOWZUJ\RWV R\ LWV\JRV[ \W JK[WT^N aW] WO \QN OZJ]M]TNV\ MNK\[& IW] UJa JT[W fTN J LWUXTJRV\
_R\Q \QN :F7 Ka LWV\JL\RVP \QNU WV \QN _NK J\ ___&O\L&PW^'RM\QNO\$ Ka XQWVN J\ )%0//%=8F<9:F ")%0//%,+0%,++0#$
or by mail at Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, 
87 *(-0(& IW]Z LWUXTJRV\ _RTT KN JMMNM \W \QN :F7e[ =MNV\R\a FQNO\ 8J\J 7TNJZRVPQW][N$ _QNZN R\ _RTT KN JLLN[[RKTN
\W TJ_ NVOWZLNUNV\ OWZ \QNRZ RV^N[\RPJ\RWV[& =V JMMR\RWV$ aW] UJa WK\JRV RVOWZUJ\RWV OZWU \QN :F7 JKW]\ OZJ]M JTNZ\[
and security freezes. 

Maryland Residents: You may obtain information about avoiding identity theft from the Maryland Attorney 
;NVNZJTe[ BiLN2 BiLN WO \QN 5\\WZVNa ;NVNZJT WO @JZaTJVM$ Consumer Protection Division, 200 St. Paul Place, 
Baltimore, MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023. 

North Carolina Residents: You may obtain information about preventing identity theft from the North Carolina 
5\\WZVNa ;NVNZJTe[ BiLN2 BiLN WO \QN 5\\WZVNa ;NVNZJT WO AWZ\Q 7JZWTRVJ$ 8NXJZ\UNV\ WO >][\RLN$ 9001 Mail 
Service Center, Raleigh, NC 27699-9001, www.ncdoj.gov/, Telephone: 877-566-7226.

Oregon Residents: IW] UJa WK\JRV RVOWZUJ\RWV JKW]\ XZN^NV\RVP RMNV\R\a \QNO\ OZWU \QN BZNPWV 5\\WZVNa ;NVNZJTe[
BiLN2 BZNPWV 8NXJZ\UNV\ WO >][\RLN$ )).* 7W]Z\ E\ZNN\ A9$ EJTNU$ BD 1/+()%,(1.$ www.doj.state.or.us/, Telephone: 
877-877-9392.


