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November 21, 2018

Dear John Sample:

Tandigm Health is a value-based healthcare company that supports your health plan by collaborating
with your primary care physician to enhance and improve patient care. At Tandigm Health, we are
committed to the privacy of your information and we are writing to notify you of an incident that may
affect the security of some of your confidential information. We take this incident very seriously. This
letter provides a summary of what happened, our response, and steps you can take to protect yourself,
should you feel it is appropriate.

On September 25, 2018, we discovered a potential vulnerability in one of our websites. We quickly
launched an investigation to determine the nature and scope of this incident, working with a leading
forensics investigation firm to confirm whether the vulnerability could enable someone to potentially
bypass our existing security safeguards, and, if so, what information may have been affected. After
thorough investigation, we have no evidence that your information was subject to unauthorized access or
misuse. We are nonetheless providing you with this notification in an abundance of caution, because
while we cannot determine if the information was actually accessed, it was accessible between April 24,
2017, and December 31, 2017. This information included your name, date of birth, medical information,
and health insurance information. This incident did not involve any of your financial or credit
information.

Information privacy and security are among our highest priorities, and we have strict security measures
in place to protect information in our care. To help prevent something like this from happening in the
future, we have added additional security to our internet-based platforms so that this information is no
longer accessible, and we are reviewing our processes and procedures to identify any necessary updates
to ensure best practices are being used. We also are providing additional and ongoing staff data security
training, reviewing existing security and privacy policies, and have enhanced the security protections we
already have in place. In an abundance of caution, we are also notifying potentially affected individuals,
including you, so that you may take further steps to best protect your protected health information,
should you feel it is appropriate to do so. You may review the information contained in the attached
“Steps You Can Take to Protect Your Information” to learn about best practices for protecting against
identity theft and fraud. As an added precaution, we arranged to have AllClear ID protect your identity for
24 months at no cost to you. The following identity protection services start on the date of this notice
and you can use them at any time during the next 24 months.




AllClear Identity Repair: This service is automatically available to you with no enrollment required. If
a problem arises, simply call 1-855-227-9829 and a dedicated investigator will help recover financial
losses, restore your credit and make sure your identity is returned to its proper condition.

AllClear Fraud Alerts with Credit Monitoring: This service offers the ability to set, renew, and
remove 90-day fraud alerts on your credit file to help protect you from credit fraud. In addition, it
provides credit monitoring services, a once annual credit score and credit report, and a $1 million
identity theft insurance policy. To enroll in this service, you will need to provide your personal
information to AllClear ID. You may sign up online at enroll.allclearid.com or by phone by calling
1-855-227-9829 using the following redemption code: Redemption Code.

Please note: Following enrollment, additional steps are required by you in order to activate your phone
alerts and fraud alerts, and to pull your credit score and credit file. Additional steps may also be required
in order to activate your monitoring options.

We recognize that you may have questions not addressed in this letter. If you have additional questions,

please call our dedicated assistance line at 1-855-227-9829 (toll free), Monday through Saturday, 9:00
a.m. to 9:00 p.m., EST. Hearing-impaired TTY users may call 711 to receive assistance free of charge.

We sincerely regret any inconvenience this incident may cause you. Tandigm Health remains committed
to safeguarding your information.

Sincerely,

o Ofpn

James Allsman
Compliance Director




Steps You Can Take to Protect Your Information

Monitor Your Accounts. You may take action to protect against possible identity theft or financial loss,
should you feel it is appropriate to do so. We encourage you to remain vigilant against incidents of
identity theft and fraud, to review your bank account statements, credit or debit card statements, and
health insurance policy statements, and to monitor your credit reports and explanation of benefits forms
for suspicious activity. You should also report all suspicious or fraudulent medical charges.

Credit Reports. Under U.S. law, you are entitled to one free credit report annually from each of the
three major credit reporting bureaus. To order your free credit report, visit www.annualcreditreport.com
or call, toll-free, 1-877-322-8228. You may also contact the three major credit bureaus directly to
request a free copy of your credit report.

Fraud Alerts. At no charge, you can also have these credit bureaus place a “fraud alert” on your file
that alerts creditors to take additional steps to verify your identity prior to granting credit in your name.
Note, however, that because it tells creditors to follow certain procedures to protect you, it may also
delay your ability to obtain credit while the agency verifies your identity. As soon as one credit bureau
confirms your fraud alert, the others are notified to place fraud alerts on your file. Should you wish to
place a fraud alert, or should you have any questions regarding your credit report, please contact any onc
of the agencies listed below.

Equifax Consumer Experian TransUnion

Fraud Division P.O. Box 2002 P.O. Box 2000

P.O. Box 740256 Allen, TX 75013 Chester, PA 19106
Atlanta, GA 30374 1-888-397-3742 1-800-680-7289
1-888-766-0008 WWW.experian.com wWww.transunion.com

www.equifax.com

Security Freeze. You may also place a security freeze on your credit reports. A security freeze prohibits
a credit bureau from releasing any information from a consumer’s credit report without the consumer’s
written authorization. However, please be advised that placing a security freeze on your credit report
may delay, interfere with, or prevent the timely approval of any requests you make for new loans, credit
mortgages, employment, housing, or other services. You will need to place a security freeze separately
with each of the three major credit bureaus listed above if you wish to place a freeze on all of your credit
files.

To find out more on how to place a security freeze, you can use the following contact information:

Equifax Security Freeze Experian Security Freeze TransUnion

P.O. Box 105788 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016

1-800-685-1111 1-888-397-3742 1-888-909-8872

www.freeze.equifax.com www.experian.com/freeze/ www.transunion.com/
center.html securityfreeze
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Additional Information. You can further educate yourself regarding identity theft, and the steps you
can take to protect yourself, by contacting your state Attorney General or the Federal Trade
Commission. The Federal Trade Commission also encourages those who discover that their information
has been misused to file a complaint with them. The Federal Trade Commission can be reached at: 600
Pennsylvania Avenue, NW, Washington, DC 20580; www.ftc.gov/idtheft; 1-877-ID-THEFT
(1-877-438-4338); and TTY: 1-866-653-4261. Instances of known or suspected identity theft should be
reported to law enforcement, your Attorney General, and the FTC. You can also further educate yourself
about placing a fraud alert or security freeze on your credit file by contacting the FTC or your state’s
Attorney General. This notice has not been delayed as a result of a law enforcement investigation.

For Maryland residents, the Maryland Attorney General can be reached at: 200 St. Paul Place, 16th
Floor, Baltimore, MD 21202; 1-888-743-0023; and www.oag.state.md.us.

For North Carolina residents, the North Carolina Attorney General can be contacted at: 9001 Mail
Service Center, Raleigh, NC 27699-9001; toll-free at 1-877-566-7226; by phone at 1-919-716-6400; and
www.ncdoj.gov.




Language Assistance Services

Spanish: ATENCION: Si habla espafiol, cuenta con
servicios de asistencia en idiomas disponibles

de forma gratuita para usted. Llame al
1-800-275-2583 (TTY: 711).

Chinese: 15 & MWBRE&Hd, EalEREaRES
B ERA B 1-800-275-2583.

Korean: SHLIAIEE BISOIE AIBTIAIE 82, 8O
NE MHIAE B2 018064l 4+ UHLITH
1-800-275-2583 HO 2 HEGHE Al 2.

Portuguese: ATENCAQ: se vocé fala portuguss,
encontram-se disponiveis servigos gratuitos de
assisténcia ao idioma. Ligue para 1-800-275-2683.

Gujarati: Ydoll: B ol ol elletdl 8, A Ryes
oldl usld Acall dHil Hi2 Gueort 8.
1-800-275-2583 8ld 53

Vietnamese: LU'U Y: Néu ban néi tidng Viét, chung toi
s& cung cAp dich vy hd trer ngdn ng midn phi-cho
ban. Hay goi 1-800-275-2583.

Russian: BHUMAHWE: Ecnw 8bi FoBopuUte n0-pyccxm,
TO MOXeTe BecnnaTHo BOCNOMbIoBATLCR YCNyramm
nepesoga. Ten.: 1-800-275-2583.

Polish UWAGA. Jezeli mowisz po polsku, mozesz
skorzystaé z bezplatnej pomocy jezykowej. Zadzwon
pod numer 1-800-275-2583.

Italian; ATTENZIONE: Se¢ lei parla ifaliano, sono
disponibili servizi di assistenza linguistica gratuiti.
Chiamare il numero 1-800-275-2583.

Arabic:
£l fae Lusadl eiloas (U iy et Ll Casati i€ 1Y) 2ads als

1-800-275:2583 & » Jeait (aadly il dslia
French Creole: ATANSYON: Si w pale Kreydl

Ayisyen, gen sévis &d pou lang ki disponib gratis pou
ou. Rele 1-800-275-2583.
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Tagalog: PAUNAWA: Kung nagsasalita ka ng
Tagalog, magagamit mo ang mga serbisyo na tulong
sa wika nang walang bayad. Tumawag sa
1-800-275-2583.

French: ATTENTION: Si vous parlez frangais, des
services d'alde linguistique-vous sont proposés
gratuitement. Appelez le 1-800-275-2583.

Pennsylvania Dutch: BASS UFF: Wann du
Pennsylvania Deitsch schwetzscht, kannscht du Hilf
griege in dei eegni Schprooch unnias es dich ennich
eppes koschte zellt. Ruf die Nummer 1-800-275-2583.

Hindi: o & afy ama &4 stera § &Y 3ok fo
TUT & AT WETIAT FAC ST F| BT FX
1-800-275-2583 |

German: ACHTUNG: Wenn-Sie Deutsch sprechen,
kénnen Sie kostenlos sprachliche Unterstlitzung
anfordern. Wahlen Sie 1-800-275-2583.

Japanese % BHEEADRBONE, BET VR
2w AP R (R & TR AW E T,
1-800-275-2883 ~BW/aE < &,
Persian (Farsi):
g gt b et Silat o Cumea i Rl s g
1-800-275-2583 » ke b 2ls o pal 3 Lk o5 s 8
1580 s

Navajo: Dif baa aké ninfzin: Dif saad bee yanilti’go
Diné Bizaad, saad bee aka dnida’dwo'dé¢’, U4 jilkeh.
Hodiilnih koji” 1-800-275-2583.

Urdu:
2 Sl gigm e oy st el Al 8 e
S JS O s ek (G gbas Ol e e
,1-800-275-2583

Mon-Khmer, Cambodian: A§8 I8 105N
adsidyn S unwmanvs-igr gmnnigr e
Sgurigaman fams gaigsHaianngRINIGED
finlyg grrogteltug 1-800-275-2583"
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Discrimination is Against the Law

This Plan complies with applicable Federal civil rights
laws and does not discriminate on the basis of race,
color, national origin, age, disability, or sex. This Plan
does notexclude people or treat them differently
because of race, color, national origin, age; disability,
or sex.

This Plan provides:

» Free aids.and servicesto people with disabilties
to communicate effectively with us, such as:
qualified sign language interpreters, and written
infermation in other formats (large print, audio,
accessible electronic formats, other formats).

» Free language services to people whose
primaty language is not English, such as:
qualified interpreters and information written in
other languages.
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If you need these services, contact our Civil Rights
Coordinator. If you believe that This Plan has failed
to provide these services or discriminated in another
way on the basis of race, color, national origin, age,
disability, or sex, you can file a grievance with our Civil
Rights Coordinator. You can file a grievance in the
following ways: In person-or by mail: ATTN: Civil
Rights Coordinator, 1901 Market Street,
Philadelphia, PA 19103, By phone: 1-888-377-
3933 (TTY: 711) By fax; 215-761-0245, By email:
civildghtscoordinator@ 1901 market.com, f you need
help filing a grievance, our Givil Rights. Coordinator is
available to help you.

You can also file a civil rights complaint with the U.S.
Department of Health and Human Services, Office for
Clvil Rights electronically through the Office for Civil

Rights Complaint Portal, available at

hitps Hoerportal.hhs. govioci/portalobby.isf or by mail
or phone at; U.S. Department of Health and Human
Services, 200 Independence Avenue SW., Room
509F, HHH Building, Washington, DC 20201, 1-800-
368-1019, 800-537-7697 (TDD). Complaint forms. are
available at

hitp:iwww. hhs.govioct/officeffiledndex. himl.
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