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SKAGIT
Farmers Supply

Return Mail Processing Center
P.O. Box 6336
Portland, OR 97228-6336

<<mail id>>
<<First Name>><<Last Name>>
<<Address1>>
<<Address2>>
<<City>><<State>><<Zip>>
<<Date>>

Dear <<First Name>> <<Last Name>>:

This letter is a follow up to the discussion we had with you regarding your Skagit Farmers Supply (SFS) payroll direct
deposit of June 9, 2016 that did not complete in the normal manner. A manual deposit of your paycheck was made
at your bank.

What happened? On June 7, 2016 SFS learned that, on June 6, 2016, an unauthorized person gained access to
records in our ADP payroll system, modified the direct deposit routing instructions for fifteen employees, and
attempted to redirect payroll deposits for the employees. The unauthorized person may have also accessed employee
records containing certain personal information about the fifteen employees, including their names, addresses, Social
Security numbers, salaries, email addresses, and direct deposit information.

What actions did SFS take? We want to assure you that nothing is more important to us than protecting the privacy
and security of your information, and we continue to take this incident very seriously. When we learned of the
unauthorized access to the payroll system, we immediately took steps to address the issue. We corrected the direct
deposit routing records to ensure that all employees received their payroll deposits. We also notified the Federal
Bureau of Investigation (“FBI”) and began working with the FBI and LMG Security, an independent computer
forensics firm, to investigate the incident.

What is SFS doing to protect me? In addition to correcting the unauthorized changes to payroll routing records,
we have arranged for you to receive a one-year membership in Experian’s® ProtectMyID® Alert. This product helps
detect possible misuse of your personal information and provides you with superior identity protection services
focused on immediate identification and resolution of identity theft. ProtectMyID Alert is completely free to you and
enrolling in this program will not hurt your credit score.

For more information on identity theft prevention and ProtectMyID Alert, including instructions on how to activate
your complimentary one-year membership, please see the “Activate ProtectMyID Now in Three Easy Steps”
document enclosed with this letter. Also, please review the enclosed “Information about Identity Theft Protection”
reference guide on the back of this letter, which describes additional steps you can take to help protect yourself,
including recommendations by the Federal Trade Commission regarding identity theft protection and details on how
to place a fraud alert or a security freeze on your credit file.

What is SFS doing to prevent this from happening in the future?

We deeply regret any inconvenience this incident may cause you. We are taking additional actions to enhance our
IT systems moving forward to help prevent against similar incidents in the future.
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If you have any questions, please call 1-888-246-7029, Monday through Friday from 6:00 AM to 6:00 PM Pacific
Daylight Time.

Sincerely,

Th_ € ls

Tom Boland

CEO Skagit Farmers Supply
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Information about Identity Theft Protection

We recommend that you regularly review statements from your accounts and periodically obtain your credit report
from one or more of the national credit reporting companies. You may obtain a free copy of your credit report online
at www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request
Form (available at www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta,
GA, 30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national
credit reporting agencies listed below.

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 9532 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013 Chester, PA 19022
800-685-1111 888-397-3742 800-888-4213
www.equifax.com www.experian.com www.transunion.com

You should remain vigilant with respect to reviewing your account statements and credit reports, and you should
promptly report any suspicious activity or suspected identity theft to us and to the proper law enforcement authorities,
including local law enforcement, your state’s attorney general, and/or the Federal Trade Commission (“FTC”).
You may contact the FTC or your state’s regulatory authority to obtain additional information about avoiding and
protection against identity theft: Federal Trade Commission, Consumer Response Center 600 Pennsylvania Avenue,
NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft.

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors
on notice that you may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud
alert be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An
initial fraud alert stays on your credit report for at least 90 days. You may have an extended alert placed on your
credit report if you have already been a victim of identity theft with the appropriate documentary proof. An extended
fraud alert stays on your credit report for seven years. You can place a fraud alert on your credit report by contacting
any of the three national credit reporting agencies at the toll-free numbers listed below:

Equifax Experian TransUnion
877-478-7625 888-397-3742 800-680-7289

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file,
so that no new credit can be opened in your name without the use of a PIN number that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get
access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws
vary from state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by state,
generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately place a
credit freeze on your credit file at each credit reporting company. Since the instructions for how to establish a credit
freeze differ from state to state, please contact the three major credit reporting companies as specified below to find
out more information.

Equifax Experian TransUnion

P.O. Box 105788 P.O. Box 9554 Fraud Victim Assistance Division
Atlanta, GA 30348 Allen, TX 75013 P.O. Box 2000

www.equifax.com www.experian.com Chester, PA 19022-2000

www.transunion.com

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national
credit reporting agencies listed above.
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Activate ProtectMyID Now in Three Easy Steps

1. ENSURE That You Enroll By: October 23, 2016 (Your code will not work after this date.)
2. VISIT the ProtectMyID Web Site to enroll: www.protectmyid.com/redeem
3. PROVIDE Your Activation Code: <<Code>>

If you have questions or need an alternative to enrolling online, please call 877-288-8057 and provide engagement
#: PC102801

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH PROTECTMYID MEMBERSHIP:

A credit card is not required for enrollment.

Once your ProtectMylD membership is activated, you will receive the following features:
m  Free copy of your Experian credit report
® Surveillance Alerts for:
© Daily Bureau Credit Monitoring: Alerts of key changes & suspicious activity found on your
Experian, Equifax® and TransUnion® credit reports.

m Identity Theft Resolution & ProtectMyID ExtendCARE: Toll-free access to US-based customer care
and a dedicated Identify Theft Resolution agent who will walk you through the process of fraud resolution
from start to finish for seamless service. They will investigate each incident; help with contacting credit
grantors to dispute charges and close accounts including credit, debit and medical insurance cards; assist
with freezing credit files; contact government agencies.

© It is recognized that identity theft can happen months and even years after a data breach. To offer
added protection, you will receive ExtendCARE™, which provides you with the same high-level of
Fraud Resolution support even after your ProtectMyID membership has expired.

® $1 Million Identity Theft Insurance*: Immediately covers certain costs including, lost wages, private

investigator fees, and unauthorized electronic fund transfers.

Activate your membership today at www.protectmyid.com/redeem
or call 877-288-8057 to register with the activation code above.

Once your enrollment in ProtectMyID is complete, you should carefully review your credit report for inaccurate or
suspicious items. If you have any questions about ProtectMyID, need help understanding something on your credit
report or suspect that an item on your credit report may be fraudulent, please contact Experian’s customer care team

at 877-288-8057.

* Identity theft insurance is underwritten by insurance company subsidiaries or affiliates of AIG. The description herein is a summary and
intended for informational purposes only and does not include all terms, conditions and exclusions of the policies described. Please refer to
the actual policies for terms, conditions and exclusions of coverage. Coverage may not be available in all jurisdictions.
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SKAGIT
Farmers Supply

Return Mail Processing Center
P.O. Box 6336
Portland, OR 97228-6336

<<mail id>>
<<First Name>><<Last Name>>
<<Addressl>>
<<Address2>>
<<City>><<State>><<Zip>>
<<Date>>

Dear <<First Name>> <<Last Name>>:

Skagit Farmers Supply (“SFS”) understands the importance of protecting personal information of its current and
former employees. Regrettably, we are writing to inform you about an incident involving some of your information.

What happened? On June 7, 2016 SFS learned that, on June 6, 2016, an unauthorized person gained access to
records in our ADP payroll system. The unauthorized person may have accessed employee records containing
certain personal information about current and former employees, including their names, addresses, Social Security
numbers, salaries, email addresses, and direct deposit information.

What actions did SFS take? We want to assure you that nothing is more important to us than protecting the privacy
and security of your information, and we continue to take this incident very seriously. When we learned of the
unauthorized access to the payroll system, we immediately took steps to address the issue. We notified the Federal
Bureau of Investigation (“FBI”) and began working with the FBI and LMG Security, an independent computer
forensics firm, to investigate the incident.

What is SFS doing to protect me? Although the forensic investigation did not conclusively establish that your
personal information had been compromised, we have arranged for you to receive a one-year membership in
Experian’s® ProtectMyID® Alert. This product helps detect possible misuse of your personal information and provides
you with superior identity protection services focused on immediate identification and resolution of identity theft.
ProtectMyID Alert is completely free to you and enrolling in this program will not hurt your credit score.

For more information on identity theft prevention and ProtectMyID Alert, including instructions on how to activate
your complimentary one-year membership, please see the “Activate ProtectMylD Now in Three Easy Steps”
document enclosed with this letter. Also, please review the enclosed “Information about Identity Theft Protection”
reference guide on the back of this letter, which describes additional steps you can take to help protect yourself,
including recommendations by the Federal Trade Commission regarding identity theft protection and details on how
to place a fraud alert or a security freeze on your credit file.

What is SFS doing to prevent this from happening in the future? We deeply regret any inconvenience this
incident may cause you. We are taking additional actions to enhance our IT systems moving forward to help prevent
against similar incidents in the future.

If you have any questions, please call 1-888-246-7029, Monday through Friday from 6:00 AM to 6:00 PM Pacific
Daylight Time.

Sincerely,

///éw ¢ pUy

Tom Boland

CEO Skagit Farmers Supply
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Information about Identity Theft Protection

We recommend that you regularly review statements from your accounts and periodically obtain your credit report
from one or more of the national credit reporting companies. You may obtain a free copy of your credit report online
at www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request
Form (available at www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta,
GA, 30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national
credit reporting agencies listed below.

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 9532 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013 Chester, PA 19022
800-685-1111 888-397-3742 800-888-4213
www.equifax.com www.experian.com www.transunion.com

You should remain vigilant with respect to reviewing your account statements and credit reports, and you should
promptly report any suspicious activity or suspected identity theft to us and to the proper law enforcement authorities,
including local law enforcement, your state’s attorney general, and/or the Federal Trade Commission (“FTC”).
You may contact the FTC or your state’s regulatory authority to obtain additional information about avoiding and
protection against identity theft: Federal Trade Commission, Consumer Response Center 600 Pennsylvania Avenue,
NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft.

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors
on notice that you may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud
alert be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An
initial fraud alert stays on your credit report for at least 90 days. You may have an extended alert placed on your
credit report if you have already been a victim of identity theft with the appropriate documentary proof. An extended
fraud alert stays on your credit report for seven years. You can place a fraud alert on your credit report by contacting
any of the three national credit reporting agencies at the toll-free numbers listed below:

Equifax Experian TransUnion
877-478-7625 888-397-3742 800-680-7289

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file,
so that no new credit can be opened in your name without the use of a PIN number that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get
access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws
vary from state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by state,
generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately place a
credit freeze on your credit file at each credit reporting company. Since the instructions for how to establish a credit
freeze differ from state to state, please contact the three major credit reporting companies as specified below to find
out more information.

Equifax Experian TransUnion

P.O. Box 105788 P.O. Box 9554 Fraud Victim Assistance Division
Atlanta, GA 30348 Allen, TX 75013 P.O. Box 2000

www.equifax.com www.experian.com Chester, PA 19022-2000

www.transunion.com

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national
credit reporting agencies listed above.
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Activate ProtectMyID Now in Three Easy Steps

1. ENSURE That You Enroll By: October 23, 2016 (Your code will not work after this date.)
2. VISIT the ProtectMyID Web Site to enroll: www.protectmyid.com/redeem
3. PROVIDE Your Activation Code: <<Code>>

If you have questions or need an alternative to enrolling online, please call 877-288-8057 and provide engagement
#: PC102801

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH PROTECTMYID MEMBERSHIP:
A credit card is not required for enrollment.

Once your ProtectMyID membership is activated, you will receive the following features:
m  Free copy of your Experian credit report
m Surveillance Alerts for:
© Daily Bureau Credit Monitoring: Alerts of key changes & suspicious activity found on your
Experian, Equifax® and TransUnion® credit reports.

m  Identity Theft Resolution & ProtectMyID ExtendCARE: Toll-free access to US-based customer care
and a dedicated Identify Theft Resolution agent who will walk you through the process of fraud resolution
from start to finish for seamless service. They will investigate each incident; help with contacting credit
grantors to dispute charges and close accounts including credit, debit and medical insurance cards; assist
with freezing credit files; contact government agencies.

© It is recognized that identity theft can happen months and even years after a data breach. To offer
added protection, you will receive ExtendCARE™, which provides you with the same high-level of
Fraud Resolution support even after your ProtectMyID membership has expired.

s §1 Million Identity Theft Insurance*: Immediately covers certain costs including, lost wages, private

investigator fees, and unauthorized electronic fund transfers.

Activate your membership today at www.protectmyid.com/redeem
or call 877-288-8056 to register with the activation code above.

Once your enrollment in ProtectMyID is complete, you should carefully review your credit report for inaccurate or
suspicious items. If you have any questions about ProtectMyID, need help understanding something on your credit
report or suspect that an item on your credit report may be fraudulent, please contact Experian’s customer care team
at 877-288-8056.

* Identity theft insurance is underwritten by insurance company subsidiaries or affiliates of AIG. The description herein is a summary and
intended for informational purposes only and does not include all terms, conditions and exclusions of the policies described. Please refer to
the actual policies for terms, conditions and exclusions of coverage. Coverage may not be available in all jurisdictions.
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