Date

Consumer Name
Address
City, State, Zip

Dear Valued Customer,

As a customer of Matouk, we greatly value your business and take the utmost care to respect the
privacy of your information. This is why, as a precautionary measure, we are writing to notify you
about a data security incident that may involve your personal credit card information.

On July 22 we detected suspicious activity that occurred on our website between 6/19/2016 and
7/22/2016. Upon learning this, we immediately worked to strengthen security measures
throughout the Matouk system. The data accessed during this period may have included personal
information such as Name, Billing Address, Phone Number, Email Address and Credit Card
information for card number ending in XXX. The data accessed DID NOT include social
security number, passwords or other private information.

We deeply regret that this incident occurred. Matouk takes your privacy very seriously and we
have implemented additional security measures and third party scanning/detection tools designed
to prevent a recurrence of such an attack. Our company also is working closely with all major
credit card suppliers, issuing banks, and law enforcement to ensure the incident is properly
addressed.

As a further precaution, please review the attachment to this letter (“Steps You Can Take to Further
Protect Your Information”) for more about how to keep your personal information safe online.

If you have any additional questions, please contact Peter Brust, 925 Airport Rd, Fall River MA
02720, 508-742-1500, peter@matouk.com.

Sincerely,

George Matouk Jr.
CEO
george@matouk.com
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STEPS YOU CAN TAKE TO FURTHER PROTECT YOUR INFORMATION

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity

As a precautionary measure, we recommend that you remain vigilant by reviewing your account
statements and credit reports closely. If you detect any suspicious activity on an account, you
should promptly notify the financial institution or company with which the account is maintained.
You also should promptly report any fraudulent activity or any suspected incidence of identity
theft to proper law enforcement authorities, your state attorney general, and/or the Federal Trade
Commission.

To file a complaint with the FTC, go to www.ftc.gov/idtheft or call 1-877-ID-THEFT (877-438-
4338). Complaints filed with the FTC will be added to the FTC's Identity Theft Data
Clearinghouse, which is a database made available to law enforcement agencies.

You may also contact the Federal Trade Commission at:

Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, D.C. 20580
Telephone: (202) 326-2222

In certain states, you may also obtain information about steps to take to avoid identity theft from
your Attorney General’s office.

Copy of Credit Report

You may obtain a free copy of your credit report from each of the three major credit reporting
agencies once every 12 months by visiting http://www.annualcreditreport.com, calling toll-free
877-322-8228, or by completing an Annual Credit Report Request Form and mailing it to Annual
Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348. You can print a copy of the
request form at https://www.annualcreditreport.com/cra/requestformfinal.pdf. Or you can elect to
purchase a copy of your credit report by contacting one of the three national credit reporting
agencies. Contact information for the three national credit reporting agencies for the purpose of
requesting a copy of your credit report or for general inquiries is provided below:

Equifax Experian TransUnion

(800) 685-1111 (888) 397-3742 (800) 916-8800
www.equifax.com Www.experian.com www.transunion.com
P.O. Box 740241 475 Anton Blvd. P.O. Box 1000

Atlanta, GA 30374 Costa Mesa, CA 92626 Chester, PA 19022



Fraud Alert

You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free
and will stay on your credit file for at least 90 days. The alert informs creditors of possible
fraudulent activity within your report and requests that the creditor contact you prior to establishing
any accounts in your name. To place a fraud alert on your credit report, contact any of the three
credit reporting agencies using the contact information below:

Equifax Experian TransUnion

(888) 766-0008 (888) 397-3742 (800) 680-7289
www.alerts.equifax.com www.experian.com/fraud Www.transunion.com
P.O. Box 740241 475 Anton Blvd. P.O. Box 2000

Atlanta, GA 30374 Costa Mesa, CA 92626 Chester, PA 19022-2000

Additional information is available at http://www.annualcreditreport.com.

Security Freeze

In some US states, you have the right to put a security freeze on your credit file. This will prevent
new credit from being opened in your name without the use of a PIN number that is issued to you
when you initiate the freeze. A security freeze is designed to prevent potential creditors from
accessing your credit report without your consent. As a result, using a security freeze may interfere
with or delay your ability to obtain credit. You must separately place a security freeze on your
credit file with each credit reporting agency.

If you have been the victim of identity theft and provide the credit reporting agency with a valid
police report, it cannot charge you to place, lift, or remove a security freeze. In all other cases, a
credit reporting agency may charge you between $5.00 and $12.00 to do so.

To place a security freeze on your credit report, you must send a written request to each of the
three major consumer reporting agencies: Equifax (www.equifax.com); Experian
(www.experian.com); and TransUnion (www.transunion.com) by regular, certified or overnight
mail at the addresses below:

Equifax Security Freeze Experian Security Freeze Trans Union Security
P.O. Box 105788 P.O. Box 9554 Freeze
Atlanta, GA 30348 Allen, TX 75013 Fraud Victim Assistance
Department
P.O. Box 6790

Fullerton, CA 92834


http://www.annualcreditreport.com/

In order to request a security freeze, you will need to provide the following information:

Your full name (including middle initial as well as Jr., Sr., 11, I1l, etc.);
Social Security Number;
Date of birth;
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If you have moved in the past five (5) years, provide the addresses where you have lived
over the prior five years;

o

Proof of current address such as a current utility bill or telephone bill;

6. A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.)

7. If you are a victim of identity theft, include a copy of either the police report, investigative
report, or complaint to a law enforcement agency concerning identity theft;

8. If you are not a victim of identity theft, include payment by check, money order, or credit
card (Visa, MasterCard, American Express or Discover only). Do not send cash through
the mail.

The credit reporting agencies have three (3) business days after receiving your request to place a
security freeze on your credit report. The credit bureaus must also send written confirmation to
you within five (5) business days and provide you with a unique personal identification number
(PIN) or password, or both that can be used by you to authorize the removal or lifting of the security
freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must call or send a written request to the credit reporting agencies by mail and include
proper identification (name, address, and social security number) and the PIN number or password
provided to you when you placed the security freeze as well as the identities of those entities or
individuals you would like to receive your credit report or the specific period of time you want the
credit report available. The credit reporting agencies have three (3) business days after receiving
your request to lift the security freeze for those identified entities or for the specified period of
time.

To remove the security freeze, you must send a written request to each of the three credit bureaus
by mail and include proper identification (name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit bureaus have
three (3) business days after receiving your request to remove the security freeze.



Additional Free Resources on Identity Theft

You may wish to review the tips provided by the Federal Trade Commission on how to avoid identity
theft. For more information, please visit http://www.ftc.gov/idtheft or call 1-877-ID-THEFT (877-
438-4338). A copy of Taking Charge: What to Do if Your Identity is Stolen, a comprehensive guide
from the FTC to help you guard against and deal with identity theft can be found on the FTC's
website at http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt04.shtm.
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