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[ADDRESS]

Re:Notice of data breach

Dear [NAME],

At Funding Circle, we take the privacy and information security of our customers very seriously, which is
why we want to share with you details of a security incident involving one of our data vendors that may
have impacted Funding Circle data. Specifically, one of our data vendors recently experienced a breach of
security that may have exposed certain Funding Circle customer and applicant information provided in a
business context.

On March 3, 2018, a data vendor notified Funding Circle of a security incident whereby unauthorized third
parties accessed the email accounts hosted in Microsoft Office 365 of a limited number of the data
vendor's employees. Based on information provided by law enforcement, the data vendor identified the
malicious activity in November 2017, and determined that Funding Circle data was included in one of the
impacted email accounts on February 20, 2018.

Funding Circle has been in contact with the data vendor about this incident and has received assurances
that the data vendor has subsequently taken steps to enhance its account security, including the
installation of multi-factor authentication on internal email accounts, implementation of a stricter
password policy, and integration of enhanced threat monitoring procedures. In addition, the data vendor
retained a leading cybersecurity forensics firm to conduct a full investigation, and notified federal law
enforcement of the incident.

For any questions, please don't hesitate to contact us toll-free at (855) 385-5356 or by email at
securityupdate@fundingcircle.com.

Sincerely,

Sam Hodges
Co-founder
Funding Circle USA, Inc.

747 Front St.

4" Floor

San Francisco, CA 94111
T:(855) 385-5356
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