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October 19, 2015 T
{Client name} ISR I
{Client address}
Dear Client: et HRSETS m“EzmiD:‘\

[ am writing to make you aware of an incident that occurred. On Friday, October 9, 2013, an uaauthorized person was found in your
advisor’s office space. Your tax return, containing your name, address, date of birth and gocial security munber, was on the
receptionist desk and would have been accessible to this person. Based on the facts of the case, we do not believe the person was in
the office space for the purpose of obraining personal information. Due to the sensitive nature of this information, I wanted to notify
you of this incident.

We have also taken steps to protect your accounts from unauthorized activity, which inchides instructing our service associates to use
exra caution when verifying callers and to confirm the signature on written requests refated to your aceounts,

As a precaution, Ameriprise Finaucial is providing you an opportunity to enroll in an independently operated credit monitoring
program for one year at no expense to you. This program is administered by Equifax, one of the three national credit reporting
agencies. Equifax Credit Watch will provide you with an “early warning system™ which alerts you £0 any changes to your credit file.
The last page of this letter includes the features of the Equifax Service and the promotional code you need to use to enroll for one free
year of coverage.

I'recommend you take the following actions to help protect against the potential misuse of your personal information such as;

»  Thoroughly review your account tatements and transaction confirmations.

s Review any solicitations you receive in the near future.

¢  Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, ete) to make sure there is no
unauthorized activity.
Read the enclosed educational brochure which provides resources and measures to help protect against identity theft.
Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have any doubts about
the caller, hang up and call me to verify the validity of the call.

In the event that you experience fraud or theft as a direct result of this situation, please call the Ameriprise Financial Suspicious
Activity Hotline immediately at (800) 862-7919, Ext. 11208 to speak with a fraud investigator.

If you have any questions, please do got hesitate to contact me at (xxx) xoxx-xxxx. Please accept my sincere apology regarding this
situation and any inconvegience it may cause you.

Sincerely,

Nane
Title

Encloswe: Ameriprise Financial Identity Theft Brochure © 2015 Ameriprise Financisl, Inc. AN rights reserved
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Equifax Credit Watch provides you with the following key features and benefits:
c Comprehensive credit file monitoring and automated alerts of key changes to yowr Equifax, Experian, and TransUnion

¢redit reports

o o0 00

Wireless alerts and customizable alerts available (available online only)

One 3-in-1 Credit Report and access to yous Equifax Credit Report™

Up to §1 million in identity theft insurance ' with 50 deductible, st no additional cost to you

24 by 7 live agent Customer Service to assist you in understanding the content of youwr Equifax credit information, to

provide person&hzed identity theft victim assistance and in initiating an investigation of inaccurate information,

a

90 day Fraud Alert ® placement with automatic renewal functionality* (available online only)

How to Enroll; You cap sign up online or over the phone

To sign vp online for online delivery go to
www.myservices.equifax.corm/tri

1. Welcome Page: Enter the Activation Code provided at the
top of this page in the “Activation Code” box and elick
the “Submit” button.

2. Resister: Complete the form with your contact
information (name, gender, home address, date of birth,
Social Security Number and telephone number) and ¢lick
the “Continue” button,

3. Create Accoupt: Complete the form with yowr email
addrass, create a User Name and Password, check the box
to accept the Terms of Use and click the “Continue”
button,

4, Verify ID: The system will then ask you up to fowr
security questions to verify your identity. Please answer
the questions and click the “Submit Order” button,

Order Confirmatign: This page shows you your under 18 yesrs of

age)
2 » The Automatic Praud Alert festure mbde available to tonsumers by Equifex
information Servicas LLE and fulfilled on its bebatf by Equifax Consumer Senvices LLC

5. completed enrolbment. Please click the “View My
Product™ butron 1o access the product features.

To sign up for US Mail delivery, dial 1-866-937-8432 for
access to the Bquifax Credit Watch automated enrollment
process. Note that all credit reports and alerts will be sent
to you via US Mail only.

1. Activation Code: You will be asked to enter your
enrollment code as provided at the top of this letter.

2. Customer Information: 'You will be asked to enter your
home telephone number, home address, name, date of
birth and Social Security Number.

3. Permissible Purpose: You will be asked to provide
Equifax with your permission to access your eredit file
and to monitor your file. Without your agresment,
Equifax cannot process your envollment.

4, Qrder Confirmation: Equifax will provide a
confirmation number with an explanation that you will
receive your Fulfillment Kit via the US Mail (when
Equifax is able to verify your identity) or a Customer
Care letter with further instructions (if your identity
can not be verified using the information provided),
Please allow up 10 10 business days to receive this
information.

Direetiong for placing a Fraud Alert

1632 2033-5409-7-001

A fraud alerr ig & consumer statement added to your credit report. This statement alerts creditors of possible frandulent activity within
your report as well as requests that they contact you prior to establishing any accounts in your name. Once the frand alert is added to
your credit report, all ¢reditors should contact you prior to establishing any account in your name. To place a fraud alert on your
credit file, visit: www.fraudalerts.equifax.com or you may contact the Equifax auto fraud line at 1-877-478-7625, and follow the
simple prompts. Once the fraud alert has been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Experian and Trans Union, on your behalf.

§ - Idanuty Tielt Jnsurance underwritten by insurance company subsidiarica or affiliatcs of American Internzuonal Group, Inc, The deseription berein is a summary and intandad far
informatipps} purposes only and does not includs a1 worms, conditions and exclusians of the policies described, Plerse refer tn the aofusl policica for terins, canditions, and exelusions of
coverage, Coverage moy not be available in all jusisdictons.. This product is not intended for einots {
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How does ldentity Theft happen? Resources 25 L Financial
»  Dompstes Diving You cap fud respumes and Informatian online and sy mw.
Rumnmaging twough tash lopking for bifts or othes from governmenal agencies sbout scams and crimes e _ e -
docwments with parscnat infosmation — your name, thal can fead W entity (ueft. > Whatis Id ent _.ﬁw,. Theft?
aifress, phone numbed, utillty sondo: accommt Federal Trade Commlesion @z
nimbers, credi cand aumbers snd your Socle Winb: feegovfistheR - DFT

Phone: 1.877.ID-THEFT (438.433%)

Fhishing o1 TTY 1.866.663.4281
Phone ca¥s, spam enalis or papup messagas Gnluard ndine

vihyre enoénals irapersonale Arancial instilutions Web: onguardanii

o1 companlas to pessuade you Lo reseal personal ) aniinegav
infarmation. For exanyde, you ray receive an amail Privacy Righis Cloarnghouse

asking you to “updale” or "eonfinm” your informatinn
and direct yau o a vebsite that looks idential Lo tha
legitimate arganfzatians siie., The phisdhing site is &
phony sits destgred Lo tick yow Inte divulgng your
pessunal Infonmabon so the operatars can steal ymar
identity

if you believe a rressafe to e phlsldng, farwsnd

il Lo spani@uce.gov and the fegiirmate comparny US Scoret Service
anpersanated in the enwil. For any pshing emad Web: sooretsendoe gov
Irnpersanaiing Amesiprise Financlal, glease send your N N
messass o arfoudarmpf.oomn. Soclal Security Adminlstration
e Web: s58.goe/faig Hﬂ.@mcﬂm
*  Soclal Engineerng Frone Fravd baliine: 1.800,269.0271 o mmw o ».
The enlsuse of & egitimats busiaess, calling of 111
serdog smslfs thal atiemp (o Lick yeu lo Your fosal Department of Wiotor Vahlicles u\

teealing parsanel inforrpation,

Wt peivaryights.ong
Phone; 519.208,3306
15 Postal Inspoction Setvice
Weby usps.com/postalinepesions
Fhonre: Check for your local number tn the
tlue pages of yolu phane boak

Federal Government Information Conter

For Pessport concesas
Sosrzone mey pretend of offer you & job of an Web: info.go
apariment aad ask yau to send persorst infermation Phone: 1.80G.688.9889
to “qualify”.

ldentity Theft Reseurce Center

~  Theft

Stealng o Grding lost wallols sad mvses, as wilt as
mail itemns such as berX and oradit card sLataments,
preapproved oradit offers, tew ehechs of tax
Irdarmation. Thieves may alse work for pusinesses,
medficed affices or govemment agenciss, angd sieal
infarmation on the job.

Web: idtheficereront
Phona: 1.888.400.5530

D

Finsnelel Pleaning | Retl & 1

dumanpise Francil Servibes, fng,
139 fimerd f Ceater, #4 g, M SG4T4

amciise onin
© 2011201 4 Amedgrise Tinancis, Ine. 28 ng¥s easarmd,
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Protect your identity

Keap your infornation private. Before disclosing
ary personal informatian, enswe you know why i |s
sequyed and how it will be used,

- Doa'l respond 1o emad, lext and phone
messages Lhak ask far persanpt fntamnstion.
Laphireate conpranfes tdor't ask for infgamalion
this way Dulale the message,

Guard your Soclal Secimity nember. Do nol

Eive your Social Sacority nuwnber fo penple o
campandss thad yau do nol know,

Do NOT grindde yoa Soial Security Rurnber
{SEN} to amyona, vilhowt canfieming thas #'s
ahsohtaly necassary.

BDestroy olid documents. Shred nfonmation you no
longer need that contains personsily idemifiabie
Information and avotunt numbsys. For exsinple,
cranfl cand recalpts, billing stalements and pre-
aparced credit oifers shoudd be shredded before
yau diseand them,

Sufeguand yoiw mall trom thefb. Prooglly remove
incoming mad from your migrlbex of consider &
locking mallbor, and plive owlgedng rmail in post
oftice vallection baxes.
Cany anly the essentisfs. Do net cony sxtra cradit
cands, your tirth cerlificale, passport or your Social
Secudly card with you, eocepd when necessary.
Faview your credit raport. The law reguires the
three mafor oot bureans -— Equifax, Expedsn and
Taarslinien — (o preide e free cofy of your omedit
reRort onoe par year
- Wisit senualcieditrepon, oo or cal)
1.877.322.8228 (o order your fice credit
repois each year
- Consmder staggering your sredil repart sequests
fremm each afency Wiroughom the year Look far
inquiries and activity on yow accourts thal yau
camt explain.
Reviow your statements. Camstully and praNnpdly
review adl transaction canfemations, sseaum
statemnents ard reparts. Regulary review your
Brcauntts) by lgging mto the secure she atl
werdamoriprse.can if you suspecd o ancounker
a1y unauthorized pativity on yaur Arneriprse
Finencizl accounts, contact the Ameripise
Finandlal Susploious Aty Holtine by calling
B00862. 793, B 11208,
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Proteet yoursetf online

Be wary of any unsalicited emails and offers that
Auedm 100 good t Be bue. Never cliek on a fnk
senl in an unsoiicited emsi,

H you are in doub, don't éeply. Calt the instiiution
2\ @ nova aumbes,

Use only s=dure websiles ehien eptedng
rersanal informatian of maging onhiee purchases,
Secure websies can be recoghized by U prefiv
hitps:// sod o padioek foon in the stotus bar of
the wab browser,

Fornid ancessing your Enancial accounls onkne
from public computers 3t fibratfes, holel businass
ceniers of sipocts. Thess e iime {agel aeas
for thieves using keystroke morioring lopls to
steal your ysemamas and passwords.,

Create unigue passwonls and persenal
idertification nunters {PINS) esing letiers,
chaaciers and meribars,

Use firmwlls, antf-apyware and antivinis softwars
o protest yene txere compitier axt regulariy
update these progams,

Edueale yeurssH. Ehare are educatanal
materdals aboul peiry of (he onling scams a1
anguaidonline gow

Lanit Lhe personal informaiion you make pubilic
on sackal media sites, lachniing formation
about leadng for vacation of Infermation sbaut
your routines,

Red Flags of 1dentity Theft

Unautharizod chandes on your banrd, oot camd or
athey pocounts

hitstakas an the expianration ol maFeal beaefits
from yaur healliv plan

Your segalar bils 2nd acoturit siatements dant
armive on e

Bills or maltectinn wotles for products of servicos
Your peer recatved

Galfs from debt collactars aboud dets thal dor't
beiong to you

You are Wened down unexpactedly for s d580 of a job

R M S

What to do if your persanal
information is lost or stolen

CoptEel the fraud departrpant at ong of the

tiwea mejor credit bureaus ard tequest that 8
“fead slent” s placed an your 2. The alest
msiructs eredIOrS to verily vout idastity via phone
before opening arty new aocomnts or making
changes 1o your exsling acoounts,

Credil Bemvaus

Erpifan 1.800,525 6288

Experian 1.068.397.3742
Translinion 1.8002.680.7289

= Hyau sdspest of encounter any mautharized

activity on your Ameripiise Financlad acoounts,
call yaur persoral finencizd advisor or conleet
Client Service st 1.800.B62. 7910,

What to do i you are the victim
of Identity Theft

I you dismower 4B sameen Ias used yoor
pesscnal Irfamation io MPeh atTOLRYS of pursye
unautharlzed gotivity

»  Gontect a oredit uweaw. (atom cne of the
three mejor sl bureans thet you an a vicths
of Thoniity theft.

~  Place a freete on yoUF gredit eeport. Gonsldey
a3 erpifl monitaring senvice,

= Contoct your othes financte! Instiutions.
They tray e able o provide additianat secinity
meaguTes to protes] your acosunt, Clase ary
acnonts you suspecl ae fravdulent oo have
frauduflentiransactians.,

File & pollea veport. ldeatity thefl is a ofime
ot most ereditees moeite a lBw enforcesmesnt
reparl as proa! al the thefi

+  fiepant the odine to the Federal Trade
Commission (FTCY. Your repont will aid faw
anfor officlals the cowntry in
thalr Brrestigations.

= Ple aclalm with youz Insurahee cander.
Check yaur poliey o canter o dalonnine if
you bimve identity theft insivanta protection, I
applcable, considey Mling a cisitm.

= Seck sssistance. The FTC has creplad an
enity thett fafonmation packel lo assist vicims.
Request a packed via the gentzct apliens beloa:

wWeh: Fio. gl it

Phone: 1,877 ADTHEFY (438.4338)
or TTY £.866,663.4361

#eep » record of your oontacks. Start o file
vith coples of your credi raparts, the

pelice repant, coples of dispuled bilks and

any corespondence. ¥eep o tog of yaur
consersations with orediinrs, iaw enforeemend
officials and ather selevant parifes. Follow up all
phens calls n writing arxt send ootrespondence
via certibad mall, retum recealpt regisasted.




