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Ameriprise @

<<FIRST_NAME>> <<LAST NAME>> Financial
<<CLI BEST ADDRI>>

<<CLI_BEST_ADDRZ>>

<<CITY>>, <<STATE>> <<ZIP>>

November 18, 2016

Dear<<FIRST_NAME>> <<LAST_NAME>>:

On October 17, 2016, we became aware of an issue regarding a systematic disbursement to akernate payee instructions
that are maintained on your brokerage account. Ameriprise Financial was instructed to provide your Social Security
number as an identification on this disbursement(s) to a person or entity. As an example, a payee could have been the US
Treasury or a state tax agency.

Due to a set up error, this identifying information was included in the address section printed on the check, which caused
your Social Security number to be visible in the window of the envelope. To protect you and your information:

s If you have active arrangement(s), we wiil correct your alternate payee instructions to ensure the identifying
information is not visible in the window of the envelope. We will remove the original arrangement and establish a
new arrangement. You will receive a confirmation for the new arrangement.

s If you have inactive arrangement(s), we will remove the arrangement(s) from our system. You will not receive any
additional notifications.

Because of the sensitive nature of the information visible in the window of the envelope, we are notifying you of this
incident and the steps we have taken to protect your account(s). We have instructed our service associates to use extra
caution when verifying callers and to confirm the signature on written requests related to your accounts,

As a precaution, Ameriprise Financial is praviding you an opportunity to enroll in an independently operated credit
monitoring program for ane year at no expense 1o you. This program is administered by Equifax, one of the three national
credit reporting agencies. Equifax Credit Watch will provide you with an “early warning system” which alerts you to any
changes to your credit file. The last page of this letter includes the features of the Equifax Service and the promotional
code you need to use to enroll for one free year of coverage.

| recommend you take the following actions to help protect against the potential misuse of your personal information such
as:
» Thoroughly review your account statements and transaction confirmations.
Review any salicitations you receive in the near future.
Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there is
no unauthorized activity.
* Read the enciosed educational brochure which provides resources and measures to help protect against identity
theft,
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If you have any questions, please do not hesitate to contact us. We're here to help.
» Contact your financial advisor, or
« Call us at 800.862.7919, and ask for “Brokerage Trades.” Representatives are available Monday through Friday

from 7 a.m. to 6 p.m. Central time.
Please accept my sincere apology regarding this situation and any inconvenience it may cause you. We value you as a
client and look forward to continuing to serve you.

Sincerely,

U UL Fo;buzuu
Mike Pszybylski
Vice-President - Clearing
Ameriprise Financial, Inc.

Enclosure: Ameriprise Financial Identity Theft Brochure

© 2016 Ameriprise Financial, Inc. Al rights reserved
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Activation Code: <<GIFT CODE>>

A

the Equifax Credit Watch™ G i
onitoring identity theft tion product

3-in-1

Equifax Credit Watch will provide you with an “early
warning system” to changes 1o vour credit file and help you
to understand the content of your credit file at the three major
credit-reporting agencies. Note: You must be overage 18
with a credit file in order to take advantage of the product.

Equifax Credit Watch provides
features and benefits:

Q

o

you with the following key

Comprehensive credit file monitoring and automated
alerts of key changes to your Equifax, Experian, and
TransUnion credit reports

Wireless alerts and customizable alerts available
(available online only)

One 3-in-1 Credit Report and access to your Equifax
Credit Report™

Up to $1 million in identity theft insurance ' with $0
deductible, at no additional cost to you

24 by 7 live agent Customer Service to assist you in
understanding the content of your Equifax credit
information, to provide personalized identity theft victim
assistance and in initiating an investigation of inaccurate
information.

90 day Fraud Alert > placement with automatic renewal
functionality* (available online only)

How to Enroll: You can sign up online or over the phone

To sign up online for online delivery go to

Wwww.myservices.equifax com/tri
l.

Welcome Page: Enter the Activation Code provided at the
top of this page in the “Activation Code” box and click
the “Submit” button.

Register: Complete the form with your contact
information (name, gender, home address, date of birth,
Social Security Number and telephone number) and click
the “Continue” button,

Create Account: Complete the form with your email
address, create a User Name and Password, check the box
to accept the Terms of Use and click the “Continug”
button.

Verify ID: The system will then ask you up to four
security questions to verify your identity. Please answer
the questions and click the “Submit Order” button.

Order Confirmation: This page shows you your
completed enrollment. Please click the “View My
Product” button to access the product features,

A fraud alert is a consumer statement added to
your report as well as requests that they contac
your credit report, all creditors should contact

www.fraudalerts.equifax.com or you may contact th

Once the fraud alert has been placed with Equifax,

credit file, visit:
simple prompts,

irections for placing a F lert

agencies, Experian and Trans Union, on your behalf,

-
informational purposes only and does not include all terms, conditions and exclusiol

To sign up for US Mail delivery, dial 1-866-937-8432 for |
access to the Equifax Credit Watch automated enrollment
process. Note that all credit reports and alerts will be sent
to you via US Mail only.

1.

2:

Activation Code: You will be asked to enter your
enrollment code as provided at the top of this letter.
Customer Information: You will be asked to enter your
home telephone number, home address, name, date of
birth and Sacial Security Number.

Permissible Purpose: You will be asked to provide
Equifax with your permission to access your credit file
and to monitor your file. Without your agreement,
Equifax cannot process your enrollment.

Order Confirmation: Equifax will provide a
confimmation number with an explanation that you will
receive your Fulfillment Kit via the US Mail (when
Equifax is able to verify your identity) or a Customer
Care letter with further instructions (if your identity
can not be verified using the information provided).
Please allow up to 10 business days to receive this
information.

t you prior to establishing any accounts in
You prior to establishin

your credit report. This statement alerts creditors of possible fraudulent activity within
your name. Once the fraud alert is added to

g any account in your name. To place a fraud alert on your
e Equifax auto fraud line at 1-877-478-7625, and follow the

a notification will be sent to the other two credit reporting

Identity Theft Insurance underwritten by insurance company subsidiaries or affiliates of American Intemational Group, Ine, The description herein is a summary and intended for

ns of the policies described. Please ref:

er 1o the actual policies for terms, conditions, and exclusions of

coverage. Coverage may not be available in all Jurisdictions.. This product is not intended for minors (under 18 years of age)

2.

The Automatic Fraud Alert feature made available 1o consumers by Equifax Information Services LLC and fulfilled on its behal by Equifax Consumer Services LLC
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Residents of lowa, Maryland, North Carolina and Oregon:

The Identity Theft Unit in your state gives you step-
some of the issues that identity theft causes. Below
the Attorey General of your state. In addition, we

number of the Federal Trade Commission for further assistance.

by-step advice on how to protect yourself and help you to address
are the mailing address, website, and phone number for the Office of
have also provided you with the mailing address, website, and phone

Towa

Office of the Attorney General of lowa
Crime Victim Assistance Division
Lucas State Office Building

321 East 12th Street

Des Moines, IA 50319

(515) 281-5044

(800) 373-5044

lowaattorneygeneral.gov

:

‘\7'111-1‘_\ land

Office of the Attorney General of Maryland
200 St. Paul Place

Baltimore, MD 21202

(410) 576-6491

Qag.state.md.us

North (.'ill‘f)li_n;i 7

Consumer Protection Division of the Attorney General's Office
Old Education Building

114 W. Edenton Street

Raleigh, NC 27602

(919) 716-6400

nedoj.com

-6:'_03_’0 n

Oregon Department of Justice
1162 Court Street NE

Salem, OR 97301-4096

(503) 378-4400

doj.state.or.us

Federal Trade
Commission

Federal Trade Commission
Consumer Response Center
600 Pennsylvania Avenue NW
Washington, DC 20580

(877) ID-THEFT (438-4338)

consumer.gov/idtheft
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