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NOTICE OF A DATA BREACH Ameriprise
Financial

<<Mail Date>>

Parent or Guardian of:

<<First Name>><<Last Name>>
<<Client Address 1>>
<<City>>, <<ST>> <<ZIP>>

Dear Parent or Guardian of <<First Name>> <<Last Name>>:

What Happened?

I am writing to inform you of an incident involving your personal information. On November 11, 2018, an
Anmeriprise Financial employee inadvertently, emailed a list of client information to his personal email account.
Upon discovery of the error, the employee’s leaders watched as the employee deleted the email from his personal
email account. Unfortunately, the list of information included your personal information. It is a violation of our
internal policies, and disciplinary action has been taken. While there was no intent for misuse and the data has been
deleted, Ameriprise Financial does not have a confidentiality agreement with the personal email provider, and we
wanted to take the precaution of notifying you.

What Information Was Involved?
Name and Social Security Number.

What We Are Doing.

We have taken steps to protect your accounts from unauthorized activity, which includes instructing our service
associates to use extra caution when verifying callers and to confirm the signature on written requests related to your
accounts.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit
monitoring program for one year at no expense to you. This program is administered by EZ Shield, Inc. The
services include resolution assistance by certified fraud experts and Internet Monitoring. To obtain these services,
please go to https://myidentity.ezshield.com/protection and insert code: <<GIFT CODE>>

What You Can Do.

None of us like to hear about incidents involving our personal information. And in situations like this, taking a few
prudent steps can further protect you against the potential misuse of your information. That’s why we recommend
the following actions:

e Register a Fraud Alert or Security Freeze with the three major credit bureaus listed below:

_Equifax ' TransUhion
P.O. Box 740241 P.O. Box 9554 2 Baldwin Place

Atlanta, GA 30374 Allen, TX 75013 P.O. Box 1000
(800) 525-6285 (888) 397-3742 Chester, PA 19022
equifax.com experian.com (800) 680-7289

transunion.com
e Thoroughly review your account statements and transaction confirmations.

®



1632 <<Client ID>> <<Check Digit>> 001

s  Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure
there is no unauthorized activity.
Review any solicitations you receive in the near future.
Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have
any doubts about the caller, hang up and call your advisor to verify the validity of the call.

e Read the enclosed educational brochure which provides resources and measures to help protect against
identity theft.

o Additional information is available on ameriprise.com/privacy-security-fraud/

e  The Federal Trade Commission also has many resources available to help protect against identity theft.

Contact them at:

Federal Ttade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
(877)438-4338
identitythefi.gov

For More Information.

If you have questions, or notice any unusual activity, contact us at (800) 862-7919 and say “Privacy and Security” in
the phone menu. We are here to help.

Please accept my sincere apology regarding this situation and any inconvenience it may cause you.

Sincerely,

Lride Aamsfor—

Erik Langhus
Vice President
Ameriprise Financial, Inc.

Enclosure: Ameriprise Financial Identity Theft Brochure

© 2018 Ameriprise Financial, Inc. All rights reserved
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Residents of Iowa, Maryland, North Carolina and Oregon:

The Identity Theft Unit in your state gives you step-by-step advice on how to protect yourself and help you to
address some of the issues that identity theft causes. Report suspected identity theft to your local law enforcement,
the Attorney General and the Federal Trade Commission. Below are the mailing address, website, and phone
number for the Office of the Attorney General of your state.

Maryland

North Carolina

Oregon

Office of the Attorney General of lowa
Crime Victim Assistance Division
Lucas State Office Building

321 East 12th Street

Des Moines, 1A 50319

(515)281-5044

(800) 373-5044
iowaattorneygeneral.gov

Office of the Attorney General of Maryland
200 St. Paul Place

Baltimore, MD 21202

(410) 576-6491

oag.state.md.us

Consumer Protection Division of the Attorney General’s Office
Old Education Building

114 W. Edenton Street

Raleigh, NC 27602

(919) 716-6400

ncdoj.com

Oregon Department of Justice
1162 Court Street NE

Salem, OR 97301-4096

(503) 378-4400
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NOTICE OF A DATA BREACH Ameriprise
Financial

<<Mail Date>>

<<First Name>><<Last Name>>
<<CLI_ADDRI1>>
<<CLI_ADDR2>>

<<City>>, <<STATE>> <<ZIP>>

Dear <<First Name>> <<Last Name>>:

What Happened?

I am writing to inform you of an incident involving your personal information. On November 11, 2018, an
Ameriprise Financial employee inadvertently emailed a list of client information to his personal email account.
Upon discovery of the error, the employee’s leaders watched as the employee deleted the email from his personal
email account. Unfortunately, the list of information included your personal information. It is a violation of our
internal policies, and disciplinary action has been taken. While there was no intent for misuse and the data has been
deleted, Ameriprise Financial does not have a confidentiality agreement with the personal email provider, and we
wanted to take the precaution of notifying you.

What Information Was Involved?
Name and Social Security Number.

What We Are Doing.

We have taken steps to protect your accounts from unauthorized activity, which includes instructing our service
associates to use extra caution when verifying callers and to confirm the signature on written requests related to your
accounts.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit
monitoring program for one year at no expense to you. This program is administered by EZ Shield, Inc. The
services include resolution assistance by certified fraud experts, Internet Monitoring, and credit monitoring to keep
you informed of changes to your information within the Experian credit bureau. To obtain these services, please go

to https://myidentity.ezshield.com/protection and insert code: AMEREZS122118R1

What You Can De. ,
None of us like to hear about incidents involving our personal information. And in situations like this, taking a few
prudent steps can further protect you against the potential misuse of your information. That’s why we recommend
the following actions:

e Register a Fraud Alert or Security Freeze with the three major credit bureaus listed below:

fi _ b _ | FransUnion
P.O. Box 740241 P.O. Box 9554 2 Baldwin Place
Atlanta, GA 30374 Allen, TX 75013 P.0. Box 1000
(800) 525-6285 (888) 397-3742 Chester, PA 19022
equifax.com experian.com (800) 680-7289

transunion.com
e  Thoroughly review your account statements and transaction confirmations.

®
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e Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure
there is no unauthorized activity.

e Review any solicitations you receive in the near future.
Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have
any doubts about the caller, hang up and call your advisor to verify the validity of the call.

e Read the enclosed educational brochure which provides resources and measures to help protect against
identity theft.

o Additional information is available on ameriprise.com/privacy-security-fraud/

e The Federal Trade Commission also has many resources available to help protect against identity theft.

Contact them at:

_ Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
(877) 438-4338
identitytheft.gov

For More Information.

If you have questions, or notice any unusual activity, contact us at (800) 862-7919 and say “Privacy and Security” in
the phone menu. We are here to help.

Please accept my sincere apology regarding this situation and any inconvenience it may cause you.

Sincerely,

Liide Lamfor—

Erik Langhus
Vice President
Ameriprise Financial, Inc.

Enclosure: Ameriprise Financial Identity Theft Brochure

© 2018 Ameriprise Financial, Inc. All rights reserved
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Residents of Iowa, Maryland, North Carolina and Oregon:

The Identity Theft Unit in your state gives you step-by-step advice on how to protect yourself and help you to
address some of the issues that identity theft causes. Report suspected identity theft to your local law enforcement,
the Attorney General and the Federal Trade Commission. Below are the mailing address, website, and phone

lowa

Maryland

North Carolina

Oregon

number for the Office of the Attorney General of your state.

Office of the Attorney General of lowa
Crime Victim Assistance Division
Lucas State Office Building

321 East 12th Street

Des Moines, IA 50319

(515) 281-5044

(800) 373-5044
iowaattorneygeneral.gov

Office of the Attorney General of Maryland
200 St. Paul Place

Baltimore, MD 21202

(410) 576-6491

oag.state.md.us

Consumer Protection Division of the Attorney General’s Office
Old Education Building

114 W. Edenton Street

Raleigh, NC 27602

(919) 716-6400

ncdoj.com

Oregon Department of Justice
1162 Court Street NE

Salem, OR 97301-4096

(503) 378-4400

doj.state.or.us
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