1632 Client ID

Ameriprise 3

Financial

July 12, 2017

<<First Name>><<Last Name>>
<<Client Address 1>>

<<Client Address 2>>
<<City>>, <<ST>> <<ZIP>>

Dear <<First Name>> <<Last Name>>:

I am writing to make you aware of an incident that occurred. On May 23, 2017, your advisor, Ronald Ginter, received a pop-up on his
computer that there was a problem with his computer and allowed a third party to connect to his computer to fix the issue. The
connection allowed access to the files on his computer. Unfortunately, business files on his computer contained your name, address,
date of birth and Social Security number. There is no evidence to indicate that your information was accessed by the third party,
however, | wanted to take the precaution of notifying you.

We have taken steps to protect your accounts from unauthorized activity, which includes instructing our service associates to use extra
caution when verifying callers and to confirm the signature on written requeats rolated to your accounts. While you will have
uninterrupted access 10 your accounts through your finaneial advisor, our customer service phone representatives and our secure site at
ameriprise.com, you may be asked for extra verification at certain times.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit monitoring
program for one year at na expense to you. This program is administered by Equifax, one of the three national credit reporting
agencies, Equifax Credit Watch will provide you with an “early warning system” which alerts you to any changes to your credit file.
Thae last page of this letter includes the features of the Equifax Service and the promotional code you need to use to enroll for one free
yerr of coverage.

None of us like to hear about incidents involving our personal information. And in situations like this, taking a few prudent steps can
further protect you against the potential misuse of your information. That’s why we recommend the following actions:

Thoroughly review your account statements and transaction confirmations.
Review any solicitations you receive in the near future,
Closely monitar all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there is no
unauthorized activity.
Read the enclosed educational brochure which provides resources and measures to help protect againat identity theft.
Pay special attention and review any medical bills and claim summaries carefully to make sure that they accurately reflect the
care you have received.

» Ifyou notice any unusual activity, contact your advisor or Ameriprise Financial Customer Service immediately. We are here
1o help.

If you have any questions, please do not hesitate to contact me at 612-671-2047 or your advisor. Please accept my sincere apology
regarding this situation and any inconvenience it may cause you.

Sincerely,

Robert Severson
Privacy Manager
Ameriprise Financial, Inc

© 2017 Ameriprise Financial, lnc, All righ(s reserved
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Activation Code: INSERT Credit Monitoring Code

EQUIFAX’

About the Equifax Credit Watch™ Gold with 3-in-1
ing ident] rotection product

Equifax Credit Watch provides you with the following key
fearures and benefits:

o Comprehensive credit file monitoring and automated
alerts of key changes ta your Equifax, Experian, and
TransUnlon credit reports

Wireless alerts and customizable alerts available

Equifax Credit Watch will provide you with an “early
warning system” 10 changes to your credit file and help you
to understand the content of your credit file at the three major o

credit-reporting agencies. Note: You must be over age 18
with a credit file in order to take advautage of the product.

(available online only)

o One 3-in-1 Credit Report and access to your Equifax

Credit Repont™

o Upto $1 million in identity theft insurance ! with $0
deductible, at no additional cost to you

o 24 by 7 live agent Customer Service to assist you in
understanding the content of your Equifax credit
information, to provide personalized identity theft victim
assistance and in initiating an investigation of inaccurate
information.

o 90 day Fraud Alert ? placement with automatic renewal
functionality™® (available online only)

Hoaw to Enroll: You can sign up online or over the phone
To sign up online for online delivery go to
www.myservices.equifax.com/tri

To sign up for US Mail delivery, dial 1-866-937-8432 for
access ro the Equifax Credit Watch automated enrollment
process. Note that all credit reports and alerts will be sent
to you viz US Mail only,

1. Welcome Page: Enter the Activation Code provided at the
top of this page in the “Acrivation Code” box and click the
“Submit™ button. 1.

2. Register: Complete the form with your contact information
(name, gender, home address, date of birth, Social Security | 2.

Activation Code: You will be asked to enter your
enrollment code as provided at the top of this letter.

Customer [nformation: You will be asked to enter your

Number and telephone number) and click the “Caontinue”
button.

enrollment. Please click the “View My Product” button to
accoss the product features.

home telephone number, home address, name, date of
birth and Social Security Number.

3. Create Account: Complete the form with your email | 3 pernisible Purpose: You will be asked to provide
address, create a User Name and Password, check the box Equifax with your permission to access your credit file
to mccept the Terms of Use and click the “Continue” and to monitor your file. Without your agreement,
butt?n. . . Equifax cannot process your enrollment.

4. VerifyID ? ID: The sygxtcm will ‘.h en a'sk you up to four security 4. Order Confirmation: Equifax will provide a
oS e Yo ety ricase answer (he | ™ o femation number with an explanation that you will
questions and click the “Submit Order” button. , \ o oo o R

5. Order Confirmation: This page shows you your completed gecebeyou Pulfillment. I vie s US Matl (whin

Equifax is able to verify your identity) or a Customer
Care letter with further instructions (if your identity
can not be verified using the information providad).
Please allow up to 10 business days to receive this
information.

Dirsctions for lert

A fraud alert is a consumer statement added to your credit report. This statement alerts creditors of possible fraudulent activity within
your report as well as requests that they contact you prior to establishing any accounts in your name. Once the fraud alert is added to
your credit report, all craditors should contact you prior to establishing any account in your nams. To place a fraud alert on your
cradit file, visit: www.fraudalerts.equifax.com or you may contact the Equifax auto fraud line at 1-877-478-7625, and fallow the
simple prompts. Once the fraud alert has been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Experien and Trans Union, on your behalf.

1 = Identity Theft Insurance underwrluen by insurance cumpany subsidinries or affilialca of American Inlernalional Group, Ine. The deacription herein i3 e summary and intended (or
Informational purpases only and doca not include all torms, conditions and exclusiona of the palicies describad. Flesse rafdr 1o the actuml pohaisy [r terms, vonditions, und exvlusions ot
cuverage. Covsrage may not be available in all jurisdictions,, This product is not intended far minora (under 1B years of uya)

2 - The Automatic Fruud Alen feature mado available to conaumerg by Equifax Information Services LLC and fulfilled on itx bekalf by Fquifax Consumer Services LILC
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Ameriprise @

Financial
<<Mail Date>>

<<First Name>><<Last Name>>
<<Client Address 1>>

<<Client Address 2>>
<<City>>, <<§T>> <<ZIP>>

Dear <<First Name>> <<Last Name>>:

I am writing to make you aware of an incident that occurred. On May 23, 2017, your advisor, Ronald Ginter, received a pap-up on his
computer that there was a problem with his computer and allowed a third party to connect to his computer to fix the issue. The
connection allowed access to the files on his compuser. Unfortunately, business files on his computer contained your name, address,
dare of birth, Social Security number and John Hancock LTC Policy number and benefit amounts. We have also informed John
Hancock abour this issue. There is no evidence to indicate that your information was accessed by the third party, however, [ wanted to
take the precaution of notifying you.

We have taken steps to protect your accounts from unauthorized activity, which includes instructing our service associates to use extra
caution when verifying callers and to canfirm the signature on written requests related to your accounts. While you will have
uninterrupted access to your accounts through your financial advisor, our customer service phane representatives and aur secure site at
ameriprise.com, you may be asked for extra verification at certain times, John Hancock has also taken appropriate steps to flag your
account for heightened security.

As a precaution, Ameriprise Financial Is providing you an opportunity to enroll in an independently operated credit monitoring
program for one year at no expense to you. This program is administered by Equifax, one of the three national credit reporting
agencies. Equifax Credit Warch will provide you with an “early warning system™ which alerts you to any changes to your credit file.
The last page of this letter includes the features of the Equifax Service and the promotional code you need to use to enroll for one free
year of coverage,

None of us like to hear about incidents involving our personal information. And in situations like this, taking a few prudent steps can
further protect you against the potential misuse of your information. Thet’s why we recommend the following actions:

Thoroughly review your account staternents and transaction contirmations.
Review any solicitations you receive in the near future.
Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there is no
unauthorized activity.

e Read the enclosed educational brochure which provides resources and measures to help protect against identity theft.

e  Pay special attention and review any medical bills and claim summarios carefully to make sure thar they accurately reflect the
care you have received.

s [f'you notice any unusual activity, contact your advisor or Ameriprise Financial Customer Service immediately. We are here
to help.

If you have any questions, please do not hesitate to contact me at 800-862-7919 extension 12047 or your advisor, Please accept my
sincere apology regarding this situation and any inconvenience it may cause you.

Sincerely,

Robert Severson
Privacy Manager
Ameriprise Financial, Inc

€ 2017 Ameriprisc Financial, Inc. All rights reserved
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EQU'F Ax ® Activation Code: INSERT Credit Monitoring Code

About the Equifax Credit Watch™ Gold with 3-in-1 Equifax Credit Watch provides you with the following key
ing identiry theft protection features and benefits:
o Comprehensive credit file monitoring and automated
Equifax Credit Watch will provide you with an “early alerts of key changes to your Equifax, Experian, and
warning system” to changes to your credit file and help you TransUnion credit reports
to understand the oontent of your credit file at the three major o  Wireless alerts and customizable alerts available
credit-reporting agencies, Note: You must be over age 18 (available online only)
with a credit file in order to take advantage of the product. o Dne 3-in-1 Credit Report and access to your Equifax
Credit Report™

o Up 1o $1 million in identity theft insurance ! with $0
deductible, at no additional cost to you

o 24 by 7 live agent Customer Service 1o assist you in
understanding the content of your Equifax credit
information, to provide personalized identity theft victim
assistance and in initiating an investigation of inaccurate
information.

o 90 day Fraud Alert ? placement with automatic renewal
functionality* (available anline only)

How to Enroll: You can sign up online or over the phone

To sign up online for online delivery go to To sign up for US Mail delivery, dial 1-866-937-8432 for
www, myservices equifax.com/tri access 1o the Equifax Credit Watch automated enrollment

procoss. Nole that all credit reports and alerts will be sent
l. Welcome Page: Enter the Activation Code provided at the | 10 you via US Mail only.
top of this page in the “Activation Code” box and click the

*“Submit” button. 1. Activation Code: You will be asked to enter your

2. Register: Complete the form with your contact information enrollment code as provided at the top of this letter.
(name, gender, home address, date of birth, Social Security | 2. Customer Information: You will be asked to enter your
Number and telephone number) and click the “Continue” home telephone number, home address, name, date of
burton. birth and Social Security Number.

3. Create Account: Complete the form with your email | 4
address, create a User Name and Password, check the box | ~
to accept the Terms of Use and click the “Continue”
burton.

4, Verify ID: The system will then ask you up to four security 4
questions to verify your identity. Please answer the |
questions and click the “Submit Order” button.

5. Order Confirmation: This page shows you your completed
enrollment. Please click the “View My Product” button to
access the product leatures,

Permissible Purpose: You will be asked to provide
Equifax with your permission to access your credit file
and to monitor your file. Without your agreement,
Equifax cannot process your enrollment.

Order Confirmation: Equifax will provide a
confirmation number with an explanation that you will
receive your Fulfillment Kit via the US Mail (when
Equifax is able to venfy your identity) or a Customer
Care letter with further instructions (if your identity
can not be verified using the informarion provided).
Please allow up to 10 business days to receive this
information.

Directiona for placing a Fr.

A fraud alert is a consumer statement added to your credit report. This statement alerts creditors of possible fraudulent activity within
your report as well as requests that they contact you prior to establishing any accounts in your name. Once the fraud alert is added to
your credit report, all creditors should contact you prior to establishing any account in your name. To place a fraud alert on your
credit file, visit: www fraudalerts.equifax.com or you may contact the Equifax auto fraud line at 1-877-478-7625, and follow the
simple prompts. Once the fraud alert has been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Experian and Trans Union, on your behalf.

1 - Identity Theft [neurance underwritton by i y subsidinriny ar ntfilintes of American International Group, Inc. The deacrlption hereln I3 s summary and intended for
informational purposes only and does not iclude all tarms {itons and exclusions of (he policies described. Plense refer to the acrual palicios for 1erms, condiilons, and exclusions of
covarage. Covernge msy not be available in all _)unsdh.tlona Thix producl ix no\ intended im- minors (under 18 ycars ol age)

2 - The Automaric Fraud Alert featurs mnde ovailable to consumera by Equifax Informatian Services 1,1,C and fulfitled on its behalf by Equifax Consumar Servicas LLC
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